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THE HEAVIEST SDK USERS

App Category Game Category
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WHY IS IT A PROBLEM?
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IT IS SOMEONE ELSE’S CODE INSIDE YOURS
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The Dark Side of SDK Permissions

if (context.checkCallingOrSelfPermission(

"android.permission.ACCESS_FINE_LOCATION")) {
Location userLocation =

locationManager.getLastKnownLocation("gps");

if (hasEmailPermission()) {

Pattern emallPattern = Patterns.EMAIL_ADDRESS;
Account[] accounts =
AccountManager.get(this.mContext).getAccounts();

- Security & Privacy



SDK Permissions: What They Don’t Tell You
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- Security & Privacy

16.59% of SDKs access
the list of installed apps

9.3% of SDKs access
Accounts

4.16% of SDKs access
Microphone



| Know What Your SDKs Did Last Summer

()
Security & Privacy

Trojan in 155 Google Play Android Apps Affects
2.8 Million Users

Hundreds Of Apps Banned From App Store
For Accessing Users’ Personal Information

Sarah Perez (@sarahintampa

SMS Stealing Library Found in 18,000 Android
Applications

By SecurityWeek News on October 23, 2015

Bunk Baidu SDK puts backdoor on

millions of Android devices
B oo 2 KA =1



http://techcrunch.com/2015/10/19/hundreds-of-apps-banned-from-app-store-for-accessing-users-personal-information/
http://techcrunch.com/2015/10/19/hundreds-of-apps-banned-from-app-store-for-accessing-users-personal-information/
http://news.softpedia.com/news/18-000-android-apps-contain-malicious-code-that-steals-sms-messages-495088.shtml
http://news.softpedia.com/news/18-000-android-apps-contain-malicious-code-that-steals-sms-messages-495088.shtml
http://www.engadget.com/2015/11/02/bunk-baidu-sdk-puts-backdoor-on-millions-of-android-devices/
http://www.engadget.com/2015/11/02/bunk-baidu-sdk-puts-backdoor-on-millions-of-android-devices/

Bad News from Badnews




COPPA 2.0: Kids Privacy in Focus

- Security & Privacy
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Messing Up Your User Experience

‘Yirf.q? Quality of Service



Who's Slovyu Down?

Quality of Service
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Wrong Place, Wrong Time
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NO ONE IS GOING TO STOP USING SDKS
imgfiip.com




WHAT CAN YOU DO ABOUT IT?

Do it Yourself Use Popular Ones Ask Friends

r~
C
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SAFEDK OFFERING

;}\ SafeDK

BUSINESS INTELLIGENCE
FOR MOBILE SDKS

\p SafeDK

@

MONITOR AND CONTROL SDK3
IN REAL-TIME

g
n

The App X-Ray

Scan any (free) Android app 10 reveal its SDKs

;)
AAAAAA
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When throwing a great party, be careful of any
guests that might spike the punch
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Give users what they want - or you’'ll get the finger!

49%

expect a mobile app
to respondin 2
seconds or less.

* Today’s customer has little patience for

slow performing, battery hogging,

crashing mobile apps. B} 36%

stop using mobile
apps because of

* Fix these problematic issues or they heavy battery usage.

will delete you.

53%

uninstall or remove
the mobile app when
it stops responding
or crashes.

“Mobile App Usage and Abandonment Survey” Dimensional Research, January 2015

—

Hewlett Packard
Enterprise



The cost of poor application development and quality

Poor performance drives

customers away: Lost
0S

Lost brand Lost competitive

Lost revenue reputation customer advantage

61% 37% /0% secC.

of consumers will
shop elsewhere if a
mobile site or app
fails to load in 3 secs.

Is how long mobile
devices have to respond to
user input, in order to keep
the user engaged.

of users are unlikely to return to a
site if they’d had trouble viewing it on
a mobile device

of mobile transaction
response time stems
from the network




Feedback is Important...
But it’s not enough to ensure quality apps fast

0000 ATRT =

@ 71 71% )

< Back ﬁ =

5. Can't sync to the system

* i« KenR73 - Dec 11, 2015
Every time | try and use the app, it stays it cannot

Develo PEIS an d QA et everal ke e o oo e,
. . back in, but still won't sync so | can even sign in.
need more information
. 6. "Movg" pever works!!!!
than this to accelerate et b 20201

that "move" never syncs right. It's so frustrating

when u run 3+miles and i can't get 3bonus points

delivery without
Comprom|S|ng quallty_ 7. Can't login into app

* v EnviroG - Jan 1, 2016

App not accepting my login credentials and
crashes on launch frequently. | really was looking
forward to using the app to add my scorecard to
my iPhone wallet, but | can't get that far into the

¥ BH @ Q [®

Top Charts Search Updates

—
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The challenges of setting the User Experience as the new SLA

_ \ T \AD
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Utility : -~
Device characteristics

Usability

Satisfaction, playfulness

Platform diversities
Value

Resource consumption

rEo e oD B

. Users device choices, settings and context
Security
Aesthetics

. Fragmentation of your own apps
Proactivity J y PP




HPE MOBILE CENTER

MOBILE CENTER

DEVICES G Q

. Samsung Galaxy N iphone 4s Client GT-P3... SM-GPOOF
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Android, i0S, Windows™ - _ Free security scans Mobile analytics Sentiment analysis
Private cloud of devices u l - HPE Fortify HPE AppPulse HPE Haven
: Mobile on demand

Amazon device farm*
Google and Genymotion emulators . GoogleNexssS  LGELGG2GOB02  iPhone s Nexus 10

Assle fmore s 05931 on

Application Delivery

Operations Management

Manual Testing Functional Testing Beta/Crowd Testing Performance Testing Mobile Monitoring  —
Sprinter UFT LleanFT UberTester Load Runner StormRunner Mobile SDKs Scanning Hewlett Packard

Selenium Appium Performance Center AppPulse Active Enterprise

Application Performance Management
Netwark Virtualization and Analytics



HPE Mobile Center

Your single gateway to the mobile technology

Your private cloud s Public cloud
DEVICES G Q

Real devices TS IR XE E
Emulators

‘

B
_/ amazon Neyice Farm
\’I\

.
\_ﬂ Mobile Center
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End to End Mobile Application Lifecycle Mgmt

BUILp

2 N
App SDK Compliance in Mobile Analytics

&

Security Testing

Mobile Analytics C"g?
&S
Crowdsourced Testing
MOBILE CENTER Gin the wild)
' Core Capabilities
|b Continuous Improvement & Optimization [é]

Sentiment Analysis Lab Management | Device Testing

Interactive Testing
(in the lab)

Functional Testing

— @

Hewlett Packard Performance Testing
Enterprise

40



New crowd testing support
Now is the time

External
beta testers
and Crowd
— Crowd testing defined
) Professional
— Benefits: testing
teams
— Coverage
— Time to Value
Internal
— Cost testers
— Scale
Beta app Progress Feedback Team/groups Build Device
distribution tracking management management management management
—
Hewlett Packard
41

Enterprise



Mobile Center

€ MOBILE CENTER

&« C | @ demomobilecenter.io:20

MOBILE CENTER
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MOBILE CENTER

Device Groups

Settings

Reservations

Licenses

—

Hewlett Packard
Enterprise

ADMINISTRATION

ADMINISTRATION SETTINGS

> PRODUCTION USAGE (APPPULSE INTEGRATION)

> SECURITY SCAN (FOD INTEGRATION)

> USER SENTIMENT (SENTIMENT ANALYSIS INTEGRATION)

v CROWD TESTING (UBERTESTERS INTEGRATION)

Crganization foken fBed262c-7d84-11e6-3714-22000a912 7ac

Enable Ubertesters ®) Yes No

43



Crowd testing extended services

M,

SESSIONS

23

LATEST ACTIVITIES
10/04/2016
09/30/2016
09/29/2016
09/28/2016

09/27/2016

LAST UPDATED

10/04/2016 9:31 AM

ISSLIES |

LATEST BUILD
3
CRASHES |

ESSIONS
1
1
2
8
11

MANAGE YOUR TEST

SSUES

—
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SafeDK App X-Ray integration: SDK Scanning services

£ Dashboard flenkins X ) @ MOBILE CENTER x

<« C | ® 16.60.198.181:8080/integration/#/lab/applications

Apps 3 Jenkins

MOBILE CENTER

Filter
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W Android EXTENDED SERVICES
&% oS

5% windows Phone

Security Scan

User Sentiment

Production Usage

Direct b

Crowd Testing

App X-Ray

Facebor

—

Hewlett Pack
Enterprise

SCANNED ON

APPS

YOUR APP CONTAINS

09/26/2016 7:14 PM 5 SDK(s)

90: @

[C

Acra
Testing, Crash Reporting

AppPulse Mobile
Crash Reporting, Analytics

ListViewAnimations
Tools

NineOldAndroids
oty

Real User Monitoring (RUM)
Performance Monitoring

016 5:24 PM 10/05/2016 3:42 PM
Pho

x
A NEW SCAN
scans left 2/4 Get more scans
M
™
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Details on deprecated SDK- NineOldAdroids

£ Dashboard [Jen

X | @ htps: afedk.com

155 Apps  ER Jerins

% ;' C SafeDK - NineOldAndro

SafeDK

e

by Jak
L2 8 & & 4

Graphics

x

Q |
| OPENSOURCE (APACHE

5000 installs

Follow SDK

Download SDK

* | O

Hewlett Packard
Enterprise

Android library for using the Honeycomb (Android 3.0) animation APl on all versions of the platform back to 1.0!

Main Features (Y

e to function

[ Documentation

Example A

Example B



HPE Mobile Center 2.2: New Active Directory support
AD/LDAP streamlines username/password access to Mobile Center

— No more manual entries

— Forget access list maintenance

— Streamline operations

—

Hewlett Packard
Enterprise
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Seamless Management & Access : HPE ALM Test Portfolio
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Lightweight, ad hoc testing from Mobile Center
A simple, browser-based way to experiment with an app

MOBILE CENTER

CONTROL PANEL

DEVICE INTERACTIONS

0 B

2

Simple steps for basic exploratory testing for
bugs

— Install app on device
— Perform actions and simulate events Srakne
— Take snapshots

— Download logs

— Collect device metrics

iPad mini 2G (WiFD)
Apple iPad mini 2G (WIF)) 3
87595225b2e7820ba91fac3.. [N

—

Hewlett Packard
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Complete functional test flow with photos and videos
Growing image use prompts expanded Mobile Center capability

MOBILE CENTER MOBILE CENTER

SIMULATE PHOTO

Image URL SELECT A PHOTO FOR CAMERA SIMULATION

Cadir's Ok

- 100% + ; B - 100% +

12ms

1Pad mini 2G (WIFi) 3 1Pad mini 2G (WIFi)
Apple iPad mini 2G (WiFi) o / Apple iPad mini 2G (WiFD)
87595225b267820ba91fac3... [N s bt ahladics <2 S 87505225b2¢7820ba91ac3..

—

Hewlett Packard
Enterprise
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HPE Mobile Center - end to end mobile application lifecycle mgmt

Crowdsourced Testing

MOBILE CENTER €in the wild}

Core Capabilities
Continuous Improvement & Optimization

Interactive Testing
Cim the lab)
b
o
N
Functional Testing [e1— D — 5

Performance Testing

Hewlett Packard
Enterprise 51



Continuous Optimization via end to end monitoring

IT Ops Business App Team

3 UX
professionals

\%

The capability Emulate user nol Measure everything Trace user

they need: actions and devices; OnO] impacting user experience transactions down
uphold SLAs : to line of code

The product

that will get Proactive Monltorlng Real User Monltorlng Transaction Analytics
them there: .

= . - . .
L IIIII“‘II‘III'IIIIIIII == T - —

'D

—
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New Mobile Center Licensing options
The flexibility to suit your unique testing requirements

4 licensing options

— Express: for manual testing and open
sources

— Professional: core device
management system, smaller
concurrent use

— Enterprise: core device management
system, larger concurrent use

— Ultimate: core device management
system, unlimited concurrent use

—

Hewlett Packard
Enterprise

Express Professional

Manual testing,

testing, number

number of 1 4
concurrent

devices

Enterprise

30

Ultimate

Unlimited

Network
emulation and v
analytics

53
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For more HPE Mobile Center information:

www.hpe.com/software/mobilecenter

Mobile Testing Checklist: http://go.saas.hpe.com/mobile-center/mobile-testing-
checklist

HPE MC on demand webcast including demo on key features
Blog: What’s New in Mobile Center 2.2

Customer ondemand webcast: How HPE’s mobile solutions revolutionize
synthetic monitoring for one of the largest bank in Turkey, Garanti Bank.

Hewlett Packard

Enterprise


http://www.hpe.com/software/mobiletesting
http://go.saas.hpe.com/mobile-center/mobile-testing-checklist
https://www.brighttalk.com/webcast/8653/223125?utm_source=blog_email&utm_medium=blog_email&utm_campaign=WhatsnewMoblCtr
https://community.hpe.com/t5/All-About-the-Apps/New-Release-Mobile-Center-2-2-and-Four-Reasons-to-Get-Excited/ba-p/6935965
https://www.brighttalk.com/webcast/8653/222815?utm_source=blog_email&utm_medium=blog_email&utm_campaign=Garanti

CONGRATULATIONS

When you take the survey and opt-in to hear more from HPE, you will be entered into

“SafeDK

~ Complimentary

copy of the
Bl S0EE. Mobile IN-app protection
The Mobile Analytics
Analytics Playbook: Playbook Complimentary 30

A practical guide to better testing

minute consultation

from SafeDK
THERE WILL BE 5 LUCKY WINNERS!

Julian Harty Antoine Aymer

—

Hewlett Packard
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Thank you

« Complete the short survey and opt-in for more information from Hewlett Packard

Enterprise.
www.hpe.com
www.Vivit-worldwide.orqg
—1
Hewlett Packard ‘ y 4
Enterprise |

Vivit


http://www.hpe.com/
http://www.vivit-worldwide.org/

-
O
>
4
-
©
L
—




