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Webinar Housekeeping

• This “LIVE” session is being 

recorded

• Recordings are available to 

all Vivit members

• To enlarge the presentation 

screen, click on the rectangle 

in the upper right hand 

corner of the Presentation 

pane



Webinar Control Panel

• Session Q&A: 

Please type questions in the Q&A pane 

and click on  “Ask”

• Choose the language in which you would like to ask your questions



Ronnie Sternberg
ronnie@safedk.com

www.safedk.com
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THE POPULAR KIDS
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THE HEAVIEST SDK USERS 
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WHY IS IT A PROBLEM?



YET YOU ARE RESPONSIBLE FOR IT 

IT IS SOMEONE ELSE’S CODE INSIDE YOURS



Security &
Privacy

SDK-RELATED RISKS

Security & Privacy Quality of Service



Security &
Privacy

Security & Privacy

The Dark Side of SDK Permissions



Security &
Privacy

SDK Permissions: What They Don’t Tell You
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• 16.59% of SDKs access
the list of installed apps

• 9.3% of SDKs access
Accounts

• 4.16% of SDKs access
Microphone



Security &
Privacy

I Know What Your SDKs Did Last Summer

Security & Privacy

http://techcrunch.com/2015/10/19/hundreds-of-apps-banned-from-app-store-for-accessing-users-personal-information/
http://techcrunch.com/2015/10/19/hundreds-of-apps-banned-from-app-store-for-accessing-users-personal-information/
http://news.softpedia.com/news/18-000-android-apps-contain-malicious-code-that-steals-sms-messages-495088.shtml
http://news.softpedia.com/news/18-000-android-apps-contain-malicious-code-that-steals-sms-messages-495088.shtml
http://www.engadget.com/2015/11/02/bunk-baidu-sdk-puts-backdoor-on-millions-of-android-devices/
http://www.engadget.com/2015/11/02/bunk-baidu-sdk-puts-backdoor-on-millions-of-android-devices/


Security &
Privacy

Bad News from Badnews

Security & Privacy



Security &
Privacy

COPPA 2.0: Kids Privacy in Focus

Security & Privacy



Security &
Privacy

SDK-RELATED RISKS

Security & Privacy Quality of Service



Quality of Service

Messing Up Your User Experience



Who’s Slowing you Down?

Quality of Service



Quality of Service

App Start Time



Quality of Service

App Start Time: 2nd Time’s a Charm



Quality of Service

Who’s Crashing your Party?



Quality of Service

Wrong Place, Wrong Time







Do it Yourself Use Popular Ones Ask Friends

WHAT CAN YOU DO ABOUT IT?



SAFEDK OFFERING



When throwing a great party, be careful of any 
guests that might spike the punch



HPE Mobile Center release 
2.2

Kimm Yeo
Senior Product Mktg Mgr

Feb 15,  2017



Give users what they want – or you’ll get the finger!

• Today’s customer has little patience for 

slow performing, battery hogging, 

crashing mobile apps.

• Fix these problematic issues or they 

will delete you.

“Mobile App Usage and Abandonment Survey” Dimensional Research, January 2015



Lost revenue

Lost brand 

reputation

Lost 

customer

s

Lost 

competitive 

advantage

61%
of users are unlikely to return to a 

site if they’d had trouble viewing it on 

a mobile device

70%
of mobile transaction 

response time stems 

from the network

37%
of consumers will 

shop elsewhere if a 

mobile site or app 

fails to load in 3 secs.

1 sec.
Is how long mobile 

devices have to respond to 

user input, in order to keep 

the user engaged.

Poor performance drives 

customers away:

© Copyright 2014 Hewlett-Packard Development Company, L.P.  

The information contained herein is subject to change without notice.

The cost of poor application development and quality



Developers and QA 

need more information 

than this to accelerate 

delivery without 

compromising quality. 

Feedback is Important…

But it’s not enough to ensure quality apps fast



The challenges of setting the User Experience as the new SLA

Device characteristics

Platform diversities

Users device choices, settings and context

Fragmentation of your own apps

Utility

Resource consumption

Value

Satisfaction, playfulness

Aesthetics

Proactivity

Usability

Security



HPE MOBILE CENTER

Android, iOS, Windows*
Private cloud of devices
Amazon device farm*
Google and Genymotion emulators

Free security scans
HPE Fortify

Mobile analytics
HPE AppPulse 
Mobile

Sentiment analysis
HPE Haven 
on demand

Application Delivery
Operations Management

Manual Testing
Sprinter

Functional Testing
UFT    LeanFT   
Selenium   Appium

Performance Testing
Load Runner   StormRunner
Performance Center

Mobile Monitoring
Mobile SDKs Scanning
AppPulse Active  
Application Performance Management

Network Virtualization and Analytics

Beta/Crowd Testing
UberTester



HPE Mobile Center 

Your single gateway to the mobile technology

39

Mobile Center

Your private cloud Public cloud

Real devices 
Emulators



End to End Mobile Application Lifecycle Mgmt

40



New crowd testing support
Now is the time

– Crowd testing defined

– Benefits:

– Coverage

– Time to Value

– Cost

– Scale

41

External 

beta testers 

and Crowd

Professional 

testing 

teams

Internal 

testers

Beta app 
distribution

Progress
tracking

Feedback 
management

Team/groups 
management

Device 
management

Build 
management



Mobile Center

42
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Crowd testing extended services
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SafeDK App X-Ray integration: SDK Scanning services

45



Details on deprecated SDK- NineOldAdroids 
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HPE Mobile Center 2.2: New Active Directory support 
AD/LDAP streamlines username/password access to Mobile Center

47

– No more manual entries

– Forget access list maintenance

– Streamline operations 



Seamless Management & Access : HPE ALM Test Portfolio
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Lightweight, ad hoc testing from Mobile Center
A simple, browser-based way to experiment with an app

Simple steps for basic exploratory testing for 
bugs

– Install app on device

– Perform actions and simulate events

– Take snapshots

– Download logs 

– Collect device metrics

49



Complete functional test flow with photos and videos
Growing image use prompts expanded Mobile Center capability

50
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HPE Mobile Center - end to end mobile application lifecycle mgmt



Continuous Optimization via end to end monitoring

52

The product 
that will get 
them there:

The capability 
they need:

Trace user 
transactions down 
to line of code

Emulate user 
actions and devices; 
uphold SLAs

Measure everything 
impacting user experience

Business

3 UX 
professionals

App TeamIT Ops

Real User Monitoring Transaction AnalyticsProactive Monitoring



New Mobile Center Licensing options
The flexibility to suit your unique testing requirements

4 licensing options

– Express: for manual testing and open 
sources

– Professional: core device 
management system, smaller 
concurrent use

– Enterprise: core device management 
system, larger concurrent use

– Ultimate: core device management 
system, unlimited concurrent use

53

Express Professional Enterprise Ultimate

Manual testing, 

testing, number 

number of 

concurrent 

devices

1 4 30 Unlimited

Network 

emulation and 

analytics
  



For more HPE Mobile Center information:

www.hpe.com/software/mobilecenter

Mobile Testing Checklist: http://go.saas.hpe.com/mobile-center/mobile-testing-
checklist

HPE MC on demand webcast including demo on key features

Blog: What’s New in Mobile Center 2.2 

Customer ondemand webcast: How HPE’s mobile solutions revolutionize 
synthetic monitoring for one of the largest bank in Turkey, Garanti Bank.

http://www.hpe.com/software/mobiletesting
http://go.saas.hpe.com/mobile-center/mobile-testing-checklist
https://www.brighttalk.com/webcast/8653/223125?utm_source=blog_email&utm_medium=blog_email&utm_campaign=WhatsnewMoblCtr
https://community.hpe.com/t5/All-About-the-Apps/New-Release-Mobile-Center-2-2-and-Four-Reasons-to-Get-Excited/ba-p/6935965
https://www.brighttalk.com/webcast/8653/222815?utm_source=blog_email&utm_medium=blog_email&utm_campaign=Garanti


CONGRATULATIONS
When you take the survey and opt-in to hear more from HPE, you will be entered into 
a drawing for the following:

55

Complimentary 
copy of the 

Mobile 
Analytics 
Playbook Complimentary 30 

minute consultation 
from SafeDK

THERE WILL BE 5 LUCKY WINNERS!



Thank you 

• Complete the short survey and opt-in for more information from Hewlett Packard 
Enterprise.

www.hpe.com 

www.vivit-worldwide.org

http://www.hpe.com/
http://www.vivit-worldwide.org/


Thank You


